[MTANPO@OPIAKA 2UCTNMATO OE
Aopeg Alao@aAiong
Eukaipieg & Kivduvol

KwvoTtavrivog A. NMavayog
HAekTpoAdyog Mnx. MBA
AiguBuvtig ETaipikng Ao@aAgiag
Alakivduveuong Kal ZUPHOPPWOoNG
Vodafone MANA®ON AEET

HMEPIAA WHOIAKA ZYITHMATA
BAZIKOX MOXAOX ANAMNTY=HZ
A THN EAAAAA
MANEMIZTHMIO MEIPAIA 21 May 2015
TMHMA WYHOIAKQN ZYZTHMATQN




®a pLtArnoovue yLa

* AOME2 ATAZPAAIZH2

» [TAPAAEII'MATA ITAHPOOOPIAKSN
LY2ZTHMATSN 2E AOME2
ATAZOAANIXZH2

» EYKAIPIE2

= KINAYNOI



MovTéAo Tpiwv Npappwy Aguvag
15t Line - Management

Responsible for operational risk
management and internal control

Objective: Risk Ownership

2" Line - Compliance
Responsible for monitoring compliance

with policies and standards

Objective: Risk Monitoring

3 Line - Internal Audit

Responsible for providing objective
assurance and advice on governance,
risk, and compliance

Objective: Risk Assurance
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Risk management
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Security Program Maturity
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Defensive Offensive
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Event-driven Contextual
Plan for imagined events See unimagined events

Retrospective metrics Prospective metrics
Internal data External data

[Mnyn:HP security
for a faster world
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ASSETS CONTROLS

[Tnyn : Symantec
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Summary of Vulnerabilities

Tatal: 3974 Security Risk (Avg): ...- 47

| by Sovarity

Bewarity Confl rmed Potential Information Gathered Total
5 50 264 ] 34
4 3 238 ] 242
3 128 203 14 433
2 623 7 467 1167
1 &1 ] 1757 1818

Total BE2 ara 2228 LIRS

| £ Biggest Categories

Catagory Confirmed Potential Information Gathered Tolal

Conoml remols services 203 35 27 05E

TCR/IP 110 4] 628 738

Infarmatian gethedng 10 0 582 692

RPC 241 112 73 426

Mail servicas 22 245 61 228

Taotal 676 692 1671 3038
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Figure 4-7. Where to collect logs for SAP R/3 monitoring

[1nyn: security monitoring
Chris Fry Martin Nystorm
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ADONIS is a client/server muiti-user system, which has an object-oriented structure. Additionally,
ADONIS has a remarkable adaptation possibility, so it can be configured according to your needs and
developed according to your requirements ("ADONIS-customising”).

NMHIMH BOC ADONIS Documentation
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Control Compliance Suite Infrastructure
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[Mnyn Symantec Control Compliance Suite
documentation
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DATA COLLECTION POINTS, COMPARISON & CHECKS
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SIM Gateway Fraud Control
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h
Detects occurrences of a 3rd party bypassing your

interconnect gateway for purposes of avoiding
interconnect fees

How the Solution helps...

Real-time analysis of interconnect fraud via SIM

boxes

On-line generation of Key Performance
Indicators (KPIs) based on call frequency and
destination

Detection of anomalous situations
as soon as threshold are reached

Associated evidence reporting So you can pro
the fraud

[Mnyn: HP CentralView



Roaming Fraud Control

Customer >
Service '
Strategy &

Planning

Sales &

Ordering Activation

Video Usage Insight

Billing &
Collections

Helps GSM operators detect—and reduce—roaming Termination/
fraud quickly, comprehensively and cost-effectively i

Customer
Retention
Maximization

How the Solution helps...

Receives, normalizes and compares NRTRDE
data and TAP data

Exposes suspected roaming fraud within 4 hours

Provides rapid results and
trend updates
- Reports and Dashboards
- Alarm and Case management

Conducts checks for discrepancies, anomalies
and SLA compliance

NRTRDE = Near Real Time Roaming Data Exchange
SLA = Service Level Agreement

[Tnyn HP CentralView
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Governance, Risk and Compliance

Policy Driven Governance, Risk Management & Compliance

( ( )
MPOXTAZIA YNOAOMQN NPOZTAZIA NAHPO®OPIAZ
ENDPOINT DISCOVERY
NETWORK
DATA LOSS PREVENTION
MESSAGING
WEB ENCRYPTION
NETWORK ACCESS CONTROL DATA PROTECTION
Risk-Prioritized Remediation
Discover Inventory Configure Provision Patch Report
Workflow CMDB

[nyn : Symantec
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Outcomes

(Based on 3,400+ organizations)

Least

Automation

Average

Automation

Most
Automation

Audit deficiencies in IT

disruptions

Associated revenue loss

10% of revenue

1% of revenue

> 16 9 <3
Relative spend on audit* $0.60 $1.00 $0.30
Business downtime due to IT > 60 hours 28 hours < 4 hours

0.2% of revenue

Instances of data loss or theft

Associated revenue loss

> 16 losses
9.6% of revenue

O losses

6.4% of revenue

< 3 losses

0.4% of revenue

* Spend on audit: Audit spend increases for average performing organizations because they start to assess controls more frequently but they still

have not automated many of these assessments

ITpolicycompliance.com
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AN TMPETIEI NA ZKE®TQ THN EYKAIPIA:
ENAAANAKTIKH NMPOTA2H YAONOIHZHX

O MikpOTEPO OUVOAIKO KOOTOG KTAONG
O KAAuwn TTOAAQTTAWY ETTIXEIPNMATIKWY QVAYKWV
O AuvaTtotnta TTPOCapUOoYNS MEYEBOUG

O «2av avlpwTrivo» eTTITTEO0 AAANAETTIOPpACNC UE TOV
XPNoTn

O AlapopeTikd METpa TTpooTACIAC
O 2uvOIauopPPWaOn YE TOV ETTIXEIPNUATIKO XPNOTN
OAAAATH TOY MONTEAOY
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